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Partnering With The Feds For IP Enforcement: Part 1

Law360, New York (January 10, 2012, 1:06 PM ET) -- Together, we are signaling that a new era of
cooperation, engagement and vigilance has begun. And we are sending an unequivocal message to
criminals profiting from the ingenuity of others or endangering the safety of our citizens by selling
defective or dangerous counterfeit goods. We will find you. We will stop you. And you will be punished.
--U.S. Attorney General Eric Holder

Introduction

Despite the best efforts by private litigants, undertaken at their own expense, online piracy and
counterfeiting of goods are still on the rise.[1] Based on 2005 estimates, counterfeiting costs the U.S.
economy an estimated $200 to $250 billion per year, and according to the FBI, Interpol and the World
Customs Organization, approximately 5 percent to 7 percent of world trade ($512 billion) is in
counterfeit goods. Until recently, federal law enforcement did not vigorously enforce criminal statutes
covering such conduct, leaving private litigants to combat these problems on their own.

One obvious reason why intellectual property crimes are on the rise is the paucity of criminal
prosecutions in a highly lucrative area of criminal enterprise. Government data shows that
counterfeiters selling luxury goods can realize staggering profits, ranging from 300 percent to over 3,000
percent.[2] Indeed, some estimates put counterfeiter profit margins ahead of drug traffickers,[3] while
drug trafficking convictions carry substantially higher penalties.[4] So, without some new form of
deterrent, counterfeiting of all goods is sure to expand. This explains the tough talk from the nation’s
highest-ranking law enforcement official. But it’s not just talk.

A quick survey of news reports reveals that federal agencies, including the U.S. Department of Justice,
FBI and Immigration and Customs Enforcement, recently have begun to increase their efforts to
investigate and prosecute IP violators.[5] From the IP holder’s perspective, the stepped-up enforcement
raises the question: Is it better to follow the traditional path and “go it alone” by pursuing civil remedies
or actively work with law enforcement to (perhaps) protect products and brands in a more lasting and
cost efficient way.
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This article, along with its successor articles, will highlight the government’s increased enforcement
efforts and discuss how best to partner with criminal investigative agencies and prosecutors to assist in
criminal prosecutions in appropriate cases.

Shifting Perceptions of Counterfeiting

Once regarded as “victimless” crimes that mainly consisted of selling cheap knockoff sunglasses and
watches, counterfeiting is increasingly viewed as a serious threat to the public health.[6] For example,
the U.S. Food and Drug Administration estimates that counterfeit drugs account for 10 percent of all
pharmaceuticals sold in the world, and some estimates run as high as 15 percent of the world market.
Drugs in developing countries are a staggering 50 percent to 60 percent counterfeit.[7] But the danger
posed to the public health by counterfeits is not limited to pharmaceuticals alone. Counterfeit infant
formula, toothpaste, automobile parts, batteries and electronic products are commonly seized in U.S.
ports.

Counterfeit rechargeable batteries for handheld devices have reportedly overheated and exploded, in
some cases causing harm to the consumer. And in a recent Gallup survey, 64 percent of counterfeit
electrical goods are purchased at legitimate shops and retailers, and consumers throughout the United
States have reported cases where extension cords, fake fans, coffee pots and lamps have malfunctioned,
causing harm.[8] Perhaps most alarmingly, counterfeit goods have even infiltrated military supply
chains.[9] A 2010 study by the U.S. Commerce Department estimated that counterfeit aircraft parts
were “leading to a 5 to 15 percent annual decrease in weapons systems reliability.”[10]

Counterfeiting also presents a serious threat to the economic well-being of American innovators across
a variety of industries. IP holders suffer lost sales, downward pressure on prices, and lost profits. In
addition, IP holders incur costs associated with anti-counterfeiting and anti-piracy efforts, and suffer
damage to brand equity and consumer confidence when consumers purchase substandard counterfeit
products while believing they are purchasing genuine articles. This loss of brand equity and consumer
confidence can lead to lost sales in the future.

Consequently, federal law enforcement agencies have begun their concerted response. On Oct. 13,
2008, Congress enacted the Enforcement of Intellectual Property Rights Act of 2008. This legislation
created a new “IP czar” position, known by the formal title of U.S. Intellectual Property Enforcement
Coordinator.

Victoria Espinel, the current IP czar, is charged with harmonizing the efforts of the U.S. government
agencies that have a stake in intellectual property enforcement, including the U.S. Departments of
Agriculture, Commerce, Health and Human Services, Homeland Security, Justice and State, the Office of
the U.S. Trade Representative, and the U.S. Copyright Office.[11] She is also responsible for encouraging
international cooperation between the U.S. and other nations, including nations like China, which is
included on the “Notorious Market List.”



In addition, Attorney General Holder reestablished the Justice Department’s Task Force on Intellectual
Property, which is chaired by the deputy attorney general, and focuses on coordinating among
international law enforcement. Holder also deployed two federal prosecutors to manage IP protection
efforts in Southeast Asia and Eastern Europe. These political efforts are now beginning to show real
results:

e During fiscal year 2009-2010, ICE increased the number of its criminal intellectual property
investigations more than 41 percent, and increased its arrests more than 37 percent. DHS
intellectual property seizures were up more than 34 percent, and FBI intellectual property
investigations opened were up more than 44 percent.[12]

e In 2009, U.S. Customs and Border Protection seized more than $260 million worth of counterfeit
goods at U.S. ports of entry, with counterfeit pharmaceuticals topping all categories of products
seized.[13]

e In 2010, Customs and Border Patrol and ICE intellectual property seizures of consumer safety
and critical technology increased by 97 percent, to approximately $145,605,100.[14]

e InJune 2010, during Operation Mercury I, the U.S. worked with the WCO and Interpol to seize
over 1,300 parcels containing a wide variety of illegal pharmaceuticals, including psychiatric and
heart medications.

e Since June 2010, the U.S. has led and participated in other international law enforcement
sweeps in coordination with the WCO, Interpol, and other international bodies, including
Operation Pangea lll, which targeted online sale of counterfeit and illegal medicines across 45
countries. The operation resulted in arrests worldwide and seizures of thousands of potentially
harmful drugs.[15]

All evidence points to future increases in these enforcement efforts.[16]

Cause to Reevaluate the Current Strategy?

Until now, civil remedies have been important tools for enforcing IP rights, and in many cases they will
continue to provide adequate relief. But, given the shifting attitudes in Washington and the increased
resources being devoted by the federal government to IP prosecutions, it may be time for IP holders to
consider referring some cases to the National Intellectual Property Rights Coordination Center or to the
appropriate U.S. Attorney’s Office.



Such referrals carry some potentially significant advantages. First, federal law enforcement officials may
utilize investigative techniques that are not available to private litigants like wiretaps and other
electronic surveillance,[17] and undercover operations. These techniques may aid significantly in
locating counterfeiters and breaking up their networks.[18]

Second, federal law enforcement can more easily target the assets of individual wrongdoers. In private
litigations, individual wrongdoers are often shielded by the corporate veils of their shell companies; but
prosecutors can circumvent these corporate protections altogether to achieve a greater deterrent
effect.

Third, federal investigators have the ability to work with their international counterparts to aid in
investigations and to avoid many of the legal and ethical pitfalls that private litigants encounter when
gathering evidence and conducting investigations on foreign soil.[19]

Fourth, prosecution by federal agencies is likely to have a greater and broader deterrent effect than
private litigations against each counterfeiter individually, especially given the increasing criminal
penalties associated with IP crimes.[20]

Finally, federal agencies have the full resources of the government at their disposal, and IP holders may
be able to conserve their own resources while capitalizing on the government’s desire to preserve
domestic IP rights and the jobs that go along with them.

Of course, law enforcement’s increased focus alone will not protect your company’s IP rights, and not
every infringement will result in a criminal prosecution. And despite the sudden interest in prosecuting
IP crimes, IP holders cannot sit back and wait for federal investigators to ferret out wrongdoing and do
all the heavy lifting on its own.

Rather, to form an effective strategy, IP holders must pinpoint appropriate cases and individuals, gather
sufficient evidence to establish criminal conduct, and identify which agencies and prosecutors will be
most receptive to the IP holders’ concerns. Indeed, because law enforcement agents are not all-knowing
and resources are limited, federal agencies and prosecutors are actively looking to partner with IP
holders to identify potential targets for prosecution.[21]

Prosecutors and investigators will rely on IP holders to explain, for example, the product and the
relevant market, the distribution channels, how the counterfeit product differs from the genuine article,
how to detect a counterfeit product, and how the introduction of counterfeit products into the stream
of commerce impacts the innovator and harms or potentially harms the public.

Thus, developing and maintaining an interactive, trusting relationship with law enforcement agencies
and prosecutors can help IP holders pursue criminal prosecution in appropriate circumstances. Part of
developing that relationship is understanding law enforcement goals and priorities, knowing which cases
will (and which will not) draw interest from prosecutors and agents, understanding how prosecutors
handle cases and the types and quantum of evidence they look for, and knowing who to call.



Absent cooperation from the IP holder, law enforcement will be hard-pressed to independently develop
the necessary evidence or an appreciation of the harm the counterfeit product presents in a timely
fashion. Critics of the cooperative approach will surely point to law enforcement’s flawed past efforts
(or lack thereof) as evidence that, despite the statistics, IP holders are better off going it alone.

These topics will be explored further in future articles. But for now, it would behoove the savvy IP holder
to examine its current strategy for protecting its intellectual property and consider whether a
partnership with law enforcement makes sense. After all, if the promising prosecution statistics are
indicative of a sea change, it would be better to get out in front of the government’s efforts rather than
play catch-up after the fact.

--By Michael F. Buchanan and Frank A. Cavanagh, Patterson Belknap Webb & Tyler LLP
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office.
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